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Report of WG LI meeting Les Ulis 21st-22nd February 2001
Introduction

The twenty-sixth meeting of the TC Security Working Group on Lawful Interception took place 21st to 22nd February 2001 in Les Ulis, France, by kind invitation of Aqsacom. 

Robin Gape welcomed all delegates in his rôle as Chair and asked the delegates to introduce themselves.

Bernd Adams acted as the meeting secretary. 

The chair expressed his special delights and thanked the host for the social event.

Attendees

The meeting attendees are listed in Annexe A. (Attendees at the Chair’s invitation are marked with *).

Apologies for non-attendance were received from: Manfred Beierer, Scott Cadzow, Tom Johnston, Burkhard Kubbutat, Markus Lutz, Jürgen Sternkopf, Jari Haatainen, Brita Rosenlund, Wolfgang Schumacher and Ronen Priel.

Agenda & Timetable

New documents were allocated to the appropriate agenda items. The agenda, TD 001 was approved with no objections. The agenda was re-issued with minor changes and document allocations as TD 001r1.

The meeting approved the timetable, TD 002, with no objections.

Minutes and action points of the previous meeting

The report from the previous meeting in Sophia Antipolis (TD004) was approved by the meeting by a show of hands. 

The comments from Nokia (TD026) to the Sophia Antipolis meeting report were adopted with minor changes. 

AP 115/2001 chair to distribute a revised version of 26wglitd004.

The action points were reviewed, the ongoing and new action points can be found further below; a complete list of all action points (new, ongoing or discharged) are contained in the Standing Document. The meeting secretary and the chair thanked Wolfgang Schumacher for creating the database for the Action Point handling.

Chair’s report(s) to the meeting

The Chair presented TD003, the Chair´s report to the Les Ulis meeting. The Chair informed the meeting about the planned visit of a Japanese delegation, which expressed their special interest in the European standardisation process of LI. Furthermore the Chair introduced the approach of EU DG IS with respect to Cyber-crime (see also TD008). The other topics (TIPHON, GPRS HI3 and the LI workshop) were handled in more detail under the relevant agenda items. The Chair informed the meeting about the outcome of the last TC Security plenary meeting (see Management issues), which took place on the 19-20 February 2001.

Comments from the meeting to TD003 were received only with respects to the new structure of the WG LI. The issue was handled on the second day in more detail.

Further comments to the Chair´s report were not received.

Management issues

Closure of TC Security:

Due to the fact that the last TC Security plenary decided to close TC Security the WG on LI must look for a new structure. A letter from the final TC Security plenary to the ETSI Board was drafted and was presented as TD028 to this meeting. A proposal on how to proceed in future will be drafted for the next meeting. In the meantime the responsibility for the all active or future work items were shifted from TC Security to the WG LI. The formal decision about the future of the WG LI now rests with the ETSI Board. The general expression of the meeting was to create an ETSI Project or a Technical Committee out of WG LI.

AP 121/2001 to the chair and the vice-chair to draft a proposal for the new structure and working procedures of WG LI

Future meeting structure:

To make future meeting arrangements more comfortable for all participants the following decisions were approved:

a) all future meetings are supposed to be three day meetings

b) all future meetings are supposed to start at  10:00h on the first day

c) all future meetings are supposed to end at 15:00h on the last day

Note: because of the joint workshop with 3GPP SA3 LI and TIPHON the next meeting in Grimstad, Norway will start at 9:00h on the first day.

Intellectual property

The Chair asked for formal IPR declarations, but none was received.

DTR 101 331 

Due to a lack of time this issue was postponed to meeting #27.

Datagram Subgroup

The Chair asked for volunteers to lead the datagram subgroup. No participant was willing to act as Chair of the subgroup.

Herbert Paulis presented TD005, the latest version of DEG/SEC-LI-00014, which also included the changes received during the last meeting. Comments to the draft were taken by the editor during the presentation. 

The meeting agreed that, as the document is more of an informative nature, the document will be published as an ETSI Technical Report and not as an ETSI Guide. The chair asked the meeting for  approval of the change of the document type. All delegates were in favour, but one abstention. The chair asked for a final decision on the second day. A lengthy discussion on the draft took place. The question about the intention of the document and the need for publication expanded. The editor prepared a revised version TD005r2 for the second day, which covered all comments received during the first day. The chair thanked the editor for his effort and asked for a final version for approval at the next meeting.

AP 116/2001 Harri Rasilainen to update the ETSI work item sheet for DTR/SEC-LI-00014

AP 117/2001 Harri Rasilainen to initiate the ETSI editing for DTR/SEC –LI-00014

AP 119/2001 Herbert Paulis to draft final version of DTR/SEC-LI-000014 for approval at meeting #27

Architecture

Stefan Björnson gave a presentation on the latest version of DEG-003008 (TD014). The editor highlighted the changes to the document and took the comments of the meeting. The chair thanked the editor for his work and asked for a final version of the draft for approval at the next meeting.

AP 118/2001 Harri Rasilainen to initiate the ETSI editing for DEG/SEC-003008

AP 120/2001 Stefan Björnson to draft final version of DEG/SEC-003008 for approval at meeting #27

Revision of ES 201 671

Editing of ES 201 671

Laurent Perrine presented the latest version of ES201 671 E2 v13 as TD010r1.

Comments to the draft were taken by the editor during the presentation.

ASN.1 issues

Harri Rasilainen informed the meeting that ETSI PEX had identified problems to the assignment of the top level domain for the ASN.1 syntax tree (“security domain”). The Chair expressed his concern and upset at not being informed earlier by ETSI. The current definition was already covered by ETS 300 655. Because of the major problems that resulted the Chair stated that an approval at meeting #27 would be unlikely.

All participants were asked for contributions to finalise and approve the draft at meeting#28. The chair thanked the editor for his excellent work. 

AP 122/2001 Tomasz Wasilewski and Kaj Sjöblom to draft an informative annex on FTP timeout requirements

AP 123/2001 Laurent Perrine, Chair and Harri Rasilainen to solve problems with respect to top level domain for the ASN.1 syntax tree

AP 124/2001 Kaj Sjöblom to provide text C.2.3 and C.2.4 based on TD30r1 from meeting #25

Technical Issues

TD007, “Extension of ES 201 671 ASN.1 to handle UMTS Geographical Co-ordinates”, was presented by Herbert Paulis. As the existing ASN.1 definition of the GSM location data does not support the geographical co-ordinates delivered by UMTS in every possible format, it was proposed to amend ES 201 671. As TD007 was proposed by Siemens, the chair asked for approval by 3GPP, too. Siemens agreed to present the document at the next 3GPP SA3 LI meeting. The technical changes contained in TD007 were approved by the meeting.

TD013, by Florentine van Kampen was presented by Koen Jaspers. The meeting approved in principle to incorporate the proposed text on security. Some participants asked for a more LI specific description of the security issue. The proposed text will be incorporated in section 11 of ES 201 671, but is still open for amendments and further contributions.

The editorial changes covered in  TD017 by Jürgen Sternkopf were accepted. After taking over a new position within Ericsson Jürgen Sternkopf will not attend future meetings. The chair thanked Jürgen Sternkopf for his excellent work in the past and on behalf of the meeting wished him all the best for his future work.

The proposal from Deutsche Telekom for new text for sect. 5, given in TD018, was agreed and will be incorporated to ES 201 671.

Tomasz Wasilewski introduced TD019 on IRI message sequence for CFNR scenario. The proposed changes were accepted by the meeting. 

TD021 was introduced by Tomasz Wasilewski and fulfilled AP89/2000. The proposed text was adopted.

The changes given in TD023 by Laurent Perrine on “ASN.1 description - GPRS Operation error code format (AP 95/2001)” were agreed.

TD024 was postponed to the next meeting as requested by the author.

Laurent Perrine presented TD025. The proposed change was agreed with minor modification.

GPRS HI3 

TD22r1 was presented by Kaj Söblom. The proposal to amend the existing text on GPRS HI3 handover. Three options were discussed:

a) to reject TD022r1,

b) to accept the proposed changes and amend the informative annex of ES 201 671 or

c) to accept the changes amend the informative annex of ES 201 671 and to amend the TR 101 876 in line with TD027. 

A show of hands indicated that Nokia was in favour of option c).  Option b) was not supported by any participant.  Option a) was favoured by 8 parties. TD022r1 was rejected.

New ISDN Document

The work on the new document was postponed until the next meeting, because of the amount of documents which had to be handled during the meeting.

Work in other areas

3GPP “SA3-LI”

The chair of WG LI thanked the chair of 3GPP SA3 LI for their interest in the joint workshop. Arrangements for this workshop will be handled between the chairmen directly.

STC IUR

Nothing to report.

TIPHON

The chair gave a brief verbal report of the current situation of the LI related work within TIPHON. A more detailed discussion was planned for the joint workshop at meeting #27.

EU DG IS 2000 Cybercrime report

The chair introduced TD009.

AP125/2001 chair to draft a reply to DG IS on the cybercrime report (the approved version will be send to DG IS through ETSI officially)

Problem identification

None

Adoption of new work items

None

AOB

None

Ongoing action points 

From previous meetings:

AP 32/99 Chair to circulate the first draft of revised ETR 331 to SMG10/WPD, 3GPP etc. 

AP 61/2000
Chair to make the Smith report and the BT reply to it available before the next meeting. 

AP 91/2001 Chair to circulate first draft of TR101 331 to 3GPP SA3 WG LI
AP 92/2001 Laurent Perrine to raise a change request for GSM 02.33 and 03.33 for UUS

AP 94/2001 Chair to propose of a Liaison to TIPHON 

AP 99/2001 Chair to circulate a revised liaison to TIPHON for comments

AP 101/2001 Chair to check the datagram definition of TR 101 331 to ES 201 671

AP 108/2001 Laurent Perrine to check the reference number of ES 201 671

From this meeting:

AP 115/2001 chair to distribute a revised version of 26wglitd004.

AP 116/2001 Harri Rasilainen to update the ETSI work item sheet for DEG/SEC-LI-00014
AP 117/2001 Harri Rasilainen to initiate the ETSI editing for DTR/SEC–LI-00014

AP 118/2001 Harri Rasilainen to initiate the ETSI editing for DEG/SEC-003008

AP 119/2001 Herbert Paulis to draft final version of DTR/SEC-LI-000014 for approval at meeting #27

AP 120/2001 Stefan Björnson to draft final version of DEG/SEC-003008 for approval at meeting #27

AP 121/2001 to the chair and the vice-chair to draft a proposal for the new structure and working procedures of WG LI

AP 122/2001 Tomasz Wasilewski and Kaj Sjöblom to draft an informative annex on FTP timeout requirements

AP 123/2001 Laurent Perrine, Chair and Harri Rasilainen to solve problems with respect to top level domain for the ASN.1 syntax tree

AP 124/2001 Kaj Sjöblom to provide text C.2.3 and C.2.4 based on TD30r1 from meeting #25

AP125/2001 chair to draft a reply to DG IS on the cybercrime report (the approved version will be send to DG IS through ETSI officially)

Conclusion

Date of & host for following meeting:

The next WG LI meeting will be held 03-05 April 2001 in Grimstad, Norway, by kind invitation of Telenor; for further meetings please see Annexe C.  On 3 –4 April 2001 there will be a joint 1½ day workshop with TIPHON and 3GPP SA3 LI. 

Agree report

The report will be agreed by correspondence.

Meeting close

The Chair thanked the attendees for their participation and declared the meeting closed. The Chair expressed his special thanks to the host for providing excellent meeting facilities.

Annexe A: List of attendees

Attendees at the Chair’s invitation are marked with *

Name
Organisation

Bernd Adams
Deutsche Telekom AG

Stefan Björnson
Ericsson

Ian Cooper
Home Office UK

Alan Dubberley
Telstra

Robin Gape (Chair)
BT 

Giorgi Gulbani
Nokia

William Harbison
Nortel Networks Europe

Matt Holdrege
Ipverse

Anatoli Ivanov
ZNIIS

Koen Jaspers
PIDS

Norbert Kreusch
Siemens AG

Chris Latchford
Ericsson Australia

Arkady Linshitz
Comverse Infosys

Walter Marxt
BMVIT

Danny McDonald
Accuris

Thomas Mercier
Aqsacom

Laurent Perrine
Alcatel CIT

Harri Rasilainen
ETSI Secretariat 

Michael Schepers
MMO

Herbert Paulis
Siemens AG

Erich Seitz
Nortel Dasa

Kai Sjöblom
Nokia

Bernhard Spalt
Siemens AG

Rupert Thorogood
Home Office UK

Peter van der Arend
KPN

Tomasz Wasilewski
Lucent Technologies

Martin Westerhof
DGTP 

Evgeny Zharov
ZNIIS

Annex B: List of documents to the meeting

The list of documents can be found at:

http://docbox.etsi.org/Tech-Org/security/Document/security_li/meetings/2001-02Paris/26wglitd000.htm  

Annex C: Future meetings

Future meetings are proposed as follows:

LI Working Group

03-05 April 2001

Grimstad, Norway

Host: Telenor

(3 April joint workshop with TIPHON and 3GPP SA3 LI)

15-17 May 2001

Hamburg, Germany

Host: Deutsche Telekom

17-19 July 2001

Helsinki, Finland

Host: Nokia

11-13 September 2001

Warsaw, Poland

Host: Lucent

16-18 October 2001

Friedrichshafen, Germany

Host: Nortel DASA

27-29 November 2001

Vienna, Austria

Host: Siemens

All participants should feel free to consider hosting meetings in 2002.
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